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1.1 INTRODUCTION 

The internet is a global phenomenon. In the year 1999, India's technological infrastructure was shaken by the 

influx of Information Technology impact, which necessitated the establishment of Information Technology 

repair in the state. Indeed, the data society provides a wide range of opportunities for individuals to identify, 

evaluate, and exchange data for the benefit of all people. A new working environment, new business 

connections, and trading platforms are all made possible by the advancement of data technology. It makes it 

possible to find data and information wherever. To put it another way, it's fundamentally altering and unsettling 

the planet. 

The inherent lack of spatiality and transience in cyberspace has given rise to hitherto unimagined forms of 

ecommerce. National and economic security are being put to the test by cybercrime. Many businesses, 

organisations, and non-profits in both the public and private sectors are at danger (particularly those inside the 

core framework). Most likely, cyber criminals will use well-planned systems, but some companies are prepared 

to protect themselves against these threats. 

The Commission on International Trade Law established by the United Nations General Assembly ended its 

work in December 1996, bringing international trade law into harmony and binding it. It was thought necessary 

to remove a few flaws that had crept into the statute and impeded communication. Following a series of 

discussions and analysis of many propositions in this association, a draught of "Model Law" was created. This 

was a copy of the substance of the Draft. The Model Law was provided to all administrations and international 

organisations in order to inspire their reporting on the subject matter. " On June 12, 1996, the commission 

received the substance of the Modal Law after reviewing the comments of the various nations. The General 

Assembly passed a goal on the report of the sixth board of trustees and the Model Law on electronic business 

appeared to encourage the consumption of electronic deal that is acceptable to states with a variety of lawful, 

social, and financial framework, and thus the way was cleared for smooth and amicable universal economic 

relations. Every state has been urged to update its laws governing the use of different paper construction methods 

for communication as well as data capacity in places where no such legislation currently exists. For the sake of 

ensuring global uniformity in rules governing electronic commerce and data capacity, the Draft Model Law was 

designed to encourage governments to adhere to it. 

After United Nations Convention on International Trade Law (UNCITRAL) adopted the UNCITRAL Modal 

Law on Electronic Business, India swiftly passed the Information Technology Act of 2000 and implemented it 

on October 17, 2000. Indian lawmakers are absolutely dedicated to making India the IT Superpower by 2008, 

according to this statement. 

The Information Technology Act, 2000, was enacted to guarantee that national or local points of view on data 

technology were not disregarded, as well as to ensure that the law had a worldwide perspective in line with 
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Model Law. We must remember that the legislative purpose was twofold. 

1.2 LAW RELATED TO CYBER WAR & CYBER SECURITY 

1.2.1 Point under Information Technology Act, 2000  

Efforts to implement the Information Technology Act of 2000 began on October 17, 2000. From February 5, 

2009, the Amended Act is convincing after being contaminated in 2008. The Amended Act's policies, which take 

effect on October 27, 2009, are now fully ringed. 

Tampering with Computer basis Documents 

The Information Technology Act of 2000 has never been used to prosecute a cybercrime. If you willfully or 

purposefully modify any computer source code required by law, you might face up to three years in prison 

and/or a fine of two lakh rupees, as provided in Section 65 of the Indian Penal Code (the "Act"), for violating 

this provision. By include redistribution of programmes, computer instructions, and plans and intents to evaluate 

computer benefits in any organisation, the term "computer source code" has been defined more precisely. This 

clarification stipulation has been inserted. 

Information residing on a computer has been vandalised, and that is what this crime is all about. In addition, the 

legislation mandates the preservation of source code and forbids its immediate or indirect concealment, 

pulverisation, or alteration. When done intentionally or maliciously, this conduct is criminal. This is the first case 

in which the Information Technology Act of 2000 applies to a cyber crime. 

An amendment to the Data Technology Act 2000 that introduced Section 66/F has been a big step forward in 

combatting cyber terrorism. 

Section 91 of the IT Act added "electronic papers" and "forgery" to Section 464 of the IPC. 

Table 1.1: Offences under the Information Technology Act, 2000 as amended by the Information 

Technology (Amendment) Act, 2008 
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Professor held for poking fun at Mamata Banerjee  

Professor Ambikesh Mahapatra of Jadavpur University's department of physics and astronomy was imprisoned 

for making a parody of Trinamool Congress director Mamata Banerjee and serving Mukul Roy under duress. 

Sonar Kella, a spoof of Satyajit Ray's psychoanalytic film Sonar Kella, was the subject of his accusations. These 

charges include defamation of character under the Indian Penal Code sections 500 and 509, as well as those 

under the IT Act's sections 66A/B, which prohibit the transmission of "disgusting" communications. 

Man arrested for tweet against Chidambaram’s son  

A small-scale Puducherry manufacturer was sentenced to jail for posting 'offensive' statements on the 

microblogging platform Twitter. Karti Chidambaram, the daughter of Union Finance Minister P. Chidambaram, 

was the subject of Ravi's reported attention. Ravikant said on Twitter that Karti's wealth exceeded that of Sonia 

Gandhi's husband Robert Vadra, a reference to Ravi's claims. As a result of Karti's continued allegation, Ravi 

was held by the police under Section 66A of the IT Act. 

Two Palghar Girls arrested for Facebook Post  

Police in India's Maharashtra state detained two young women on allegations of "advancing hatred across 

classes" and "sending abusive messages through a communication service" during the Mumbai bandh that 

followed Shiv Sena founder Bal Thackeray's funeral. This is how the Post seems to me. Despite the fact that 

many people die each day, "the world goes on," reads the message of Shaheen Dhada, a 21-year-old from 

Palghar, who was "enjoyed" by Renu Srinivasan, a 20-year-old from Palghar.  

 

1.2.2 Position under Freedom Of Information Act, 2002 

Section 8(1) of the Freedom of Information Act, 2002, prohibits the disclosure of information in certain 

circumstances, such as when the disclosure could adversely affect India's power or integrity, or when the public's 
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well-being and requests would be adversely affected by the disclosure, or if the disclosure would ensure the 

exchange of commercial secrets. 

Because of this, Section 9 allows an open information official to reject a request for data when it's extremely 

wide-ranging, contains information that is already publicly available, or would constitute an unreasonable 

invasion of someone's privacy. 

1.2.3 Position under Easement Act, 1882  

The Indian Easement Act of 1882 legitimises the traditional right to privacy in India. 

1.2.4 Position under Indian Penal Code, 1860  

The penal code of India Privacy, even though not legitimately managed, and cutting out a particular corrective 

provision, has given privacy the weight it deserves in terms of regard for a person's entitlement to look after 

isolation, harmony, poise, and sense of pride and punishing unsanctioned interruptions in a person's life and 

undertakings. 

Sections 120-An and 120-B of the IPC deal with criminal trick. In the IT Act, there is no immediate provision on 

this matter. 

Controversial actions and songs are managed under Section 209 of the IPC. In order to shock a woman's 

unobtrusiveness, Section 354 IPC organises ambush or criminal power. Added by the Criminal Law Alteration 

Act, 2013, Section 354D of the Indian Penal Code now controls such offensive behaviour and expressly allows 

for the indictment of cyber stalkers with a heavy punishment. 

In the Indian Penal Code, sections 405 and 406, Penalties for Breach of Trust in Public Trust, Section 415 

through 420 address cheating and would shield Internet fraud from criminal prosecution in the country. Key 

clauses of the IPC for managing Cheating, criminal misappropriation or criminal breach of trust may be utilised 

in situations involving internet betting. In spite of this, there will be no imminent legislation on this topic. It is 

covered under Section 4 of the Indian Penal Code (IPC) because of Section 4 of the Information Technology Act 

(ITA). This is stated in Section 499 of the IPC, although Section 4 of the IT Act recognises electronic operations 

as valid. 

Using computers to perpetrate criminal terror is referred to be "cyber staking," which is protected under Section 

503 of the IPC. When a person intends to disrupt a woman's private by saying anything, making a sound, or 

showing something, Section 506 of the IPC goes into force. This section applies to anybody who intends to 

disrupt a woman's privacy in any way, shape, or form. 

1.2.5 Position under Privacy under Indecent Representation O Women (Prohibition) Act, 1987 

In 1987, the Indecent Portrayal of Women (Prohibition) Act made it illegal to irritate another person with 

materials that include "indecent representation of women," and a base penalty of two years was imposed for 

violating this law. 

1.2.6 Position under Privacy under Intellectual Property Rights 

It is prohibited in India to willfully use a copy of a computer programme that is an unauthorised duplicate, 

according to the Indian Copyright Act, 1957. 

1.2.7 Position under Specific Relief Act, 1963 

Private data leaks may be protected by injunctions under the Specific Relief Act of 1963, Section 39, which 

provides for both short-term and long-term protections. 

1.2.8 Position under Public Financial Institution Act, 1993  

The Public Financial Institutions Act of 1993 formalises India's long-standing practise of keeping bank 
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transactions secret by legislation. 

1.2.9 Position under Criminal Procedure Code, 1973  

Police officers who are responsible for their station are entrusted with investigating any crime that has been 

reported to them or that they have information about, whether the offence is a cognizable offence. Preliminary 

data on the frequency and severity of criminal activity, as well as the ability to direct pursuit and seize, 

Arraignment evidence on the charge sheet Section 173 of the post-charge document (8). Sentencing-

Section235(2). 

1.2.10 Position under Public Gambling Act, 1867  

It's illegal to play games under Section 3 of the 1867 unlock Gambling Act. Section-3 of the law imposes severe 

penalties for anybody caught running a bookmaker for the benefit of others while violating the letter of the law. 

In any event, the Act assumes that betting will take place on a physical mark. There was an item in the Act that 

described what was known as a "common betting house" as any residence or walled area where certificate, dice, 

tables or other dissimilar betting instruments are reserved or used or the benefit of the person claiming such an 

area, connecting, using and/or custody. 

1.2.11 Position under Indian Evidence Act, 1872  

The Confirmation Act, 1872 and the Banker's Book Evidence Act, 1891 have also been updated to provide more 

evidence in the fight against technical crimes. There was also an extension of section 65B, which made it 

possible for electronic records to be used as evidence. Among the other changes, this law contained "Advanced 

Signatures, Electronic Form, Secure Electronic Record Information, and so on." Changes Both the Reserve Bank 

of India Act, 1934 and the Bankers' Book Evidence Act are examples of legislation that has undergone changes. 

By virtue of Section 92 of Information Technology Act 2000 (Before amendment), the Indian Evidence Act has 

been corrected (Before change). "All archives, including electronic documents, given for assessment by the 

Court" has been substituted for "All reports created for the evaluation of the Court" in Section 3 of the Act In 

Section 59, the terms "Substance of reports" have been substituted with the phrases "Substance of archives or 

electronic records," and Sections 65A and 65B have been inserted to fuse the acceptance of electronic proof. 

Section 59. 

Electronic archives or the substance of electronic records have not replaced "Document or content of documents" 

in Sections 61 to 65. That is why it is obvious that the legislature does not foresee the applicability of sections 61 

to 65 to electronic records. It is a fundamental rule of interpretation that if a phrase is not used by the legislature, 

it is assumed that the legislature purposefully omitted it. No one disputes that the Legislature does not use any 

term redundantly. "...Parliament is also not obligated to communicate pointlessly," the Supreme Court stated in 

Utkal Contractors and Joinery Pvt Ltd v Province of Orissa. In fact, Parliament does not legislate when no 

legislation is required, even if it does not use any meaningless phrases. It's not permissible for Parliament to 

legislate for legislation; nor may Parliament enjoy legislation only to communicate what is pointless to say or 

achieve what is now being done well. No one expects the Parliament to legislate in vain." 

Section 65A and 65B were added to the Evidence Act to provide two additional evidence requirements for 

electronic documents. For electronic evidence, Section 65A of the Evidence Act offers special provisions: 

65A: Specific evidence relevant to electronic records provided in a supply 

Using section 65B's provisions, it is possible to establish the content of electronic proceedings. Electronic 

records are given the same protection under Section 65-A of the Evidence Act as narrative proof is under Section 

61: a different strategy, unmistakable from the straightforward method for oral proof, is employed to ensure that 

the adduction of electronic records complies with the gossip rule. Other interests are also taken into account, 

such as ensuring that technology is legitimate or data recovery procedures are pure. However, the distinctive 

nature of section 65A, which stands apart from the narrative evidence technique in sections 63 and 65, makes it 
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more well recognised. 

Using Section 65B of the Evidence Act, electronic evidence may be presented in a novel fashion. Section (2) 

details the circumstances under which it is permissible to make a duplicate copy (including a printout) of a single 

electronic record: (I) the computer that created the electronic record was most likely in regular use at the time; 

(ii) the type of data contained in the electronic record was most likely routinely and usually taken care of in the 

computer; (iii) the computer was working properly; and (iv) the copy duplicate must be a generation of the first 

electronic record. 

Additionally, Section 65B of the Evidence Act lists additional non-technical qualifying standards for electronic 

evidence. Authentication must be developed by a senior person who was responsible for the equipment that 

created the electronic record, or is storing it, in this area. According to Section 65B, a testament must clearly 

distinguish the original electronic record, explain how it was created, and identify the equipment used to 

construct it. 

Sanjaysinh Ramrao Chavan v. Dattatray Gulabrao Phalke is an important precedent in this regard. Considering 

that the sound and video CDs used as evidence in a defilement case were clearly inadmissible, the Hon'ble High 

Court of Delhi decided that the preliminary court had relied on them incorrectly in assuming that there was a 

substantial doubt about the guilt of the applicants and the co-accused of committing the crime in question. As a 

result, there is no evidence to support the claim that the lawyers were directly involved in the commission of the 

crime under investigation. 

As a result of the case of Ankur Chawla v. CBI, the Hon'ble High Court of Calcutta while determining on the 

acceptance of emails decided that an email downloaded and printed from the email record of the individual may 

be proven by use of Section 65B of the Evidence Act. To demonstrate electronic communication, all that is 

needed is for the observer to say that they have done so by downloading and printing the equivalent. Abdul 

Rahman Kunji v. the State of West Bengal 

During the current judgement of the Hon'ble High Court of New Delhi, the court recognised that the secondary 

electronic evidence without endorsement under the 65B Confirmation Act is unacceptable and cannot be 

investigated by the square for any reason whatsoever, even if the CD and CDR had a testament. Jagdeo Singh vs. 

the State and Several Others 

1.2.13 Position Under Drugs And Cosmestics Act, 1940  

Section-8 of the Tranquilizer medicines and Psychotropic Substance Act, 1985 ban contract or obtaining of any 

opiate anaesthetize or psychotropic substance. 

1.2.13 Position Under Drugs And Cosmetics Act, 1940  

Section 18, 27, 27-A, 28-B and 33I of the Dugs & cosmetics Act, 1940 restrict sale of convinced medicines or 

foundation. 

1.3 EXTRATERRITORIAL JURISDICTION 

For crimes or denials committed outside of India, this law is applicable. (1) This Act's requirements apply 

equally to any crime or reversal committed outside of India by a large number of individuals other than those in 

India's population, subject to the requirements of paragraph (2). If a computer, computer structure or computer 

assemble is placed in India, then this Act will apply to a wrongdoing or contradiction done outside India by a 

large number of individuals. This is because of paragraph (1). 

1.4 POWER TO EXAMINE OFFENCES 

A police officer with the rank of "Inspector" or above has authority to conduct investigations into alleged 

criminal acts that are within the purview of the Code of Criminal Procedure, 1973 (2 of 1974). 
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1.5 CYBER APPELLATE TRIBUNAL 

Under the Information Technology Act, 2000, a Cyber Appellate Tribunal has been created. The Central 

Government established the country's first and only Cyber Appellate Tribunal in response to the requirements 

outlined in section 48(1) of the Information Technology Act, 2000. The Cyber Regulations Appellate Tribunal 

(CRAT), as it was initially named, was established in October 2006. The Cyber Appellate Tribunal (CAT) was 

established after the amendment of the IT Act in 2008 (which took effect on October 27, 2009). (CAT). 

There is now a legal organisation called the Cyber Appellate Tribunal under the modified Information 

Technology Act 2000, Section 48. The Information Technology Act of 2000 is being used for the first time to 

create an investigative legal body. Proposals submitted by persons who have been affected by any of the requests 

made by the Controller of Certifying Authorities and a settlement authority will be considered by the Cyber 

Appeal Tribunal. There must be a minimum of one Cyber Appellate Tribunal created by the Central Government 

in accordance with Section 48(1) of the Cybercrime Act, as stated in the Official Gazette. It is also stated that the 

Cyber Appellate Tribunal would have a geographical scope that will be outlined in Section 48(2). According to 

India's Supreme Court, "There is no doubt that the Tribunal's powers as a court within the confines of its scope" 

were established in Union of India v. Paras Laminates Pvt. Ltd The resolution unambiguously grants it all of the 

powers it specifies. In addition, since it is a legal entity, it has all of the coincidental and subordinate authorities 

necessary to ensure that the explicit grant of legal powers is a perfect success. The Tribunal's jurisdiction does 

not extend beyond the boundaries of its jurisdictional area, nor does its jurisdiction extend beyond the boundaries 

of its jurisdictional area; rather, it is the legislative plan that the power that is explicitly allowed in the doled out 

field of ward is practically and definitively worked out." Additionally, the Hon'ble court said that "the Tribunal's 

powers are no doubt circumscribed." However, inside the confines of its ward, it enjoys all of the rights 

expressly and implicitly granted." 

As a result, the Cyber Appellate Tribunal's jurisdiction will be defined in the notification announcing the 

tribunal's establishment. 

Section 49 of the Internet and Information Technology Act of 2000 specifies that the Tribunal's structure is 

geared to accommodate. Initially, the Tribunal was made up of a single "Presiding Representative," who was to 

be nominated by the Central Government and serve as an observer. Section 49 of the Information Technology 

Act, 2000 was added to the aforementioned statute by the Information Technology (Amendment) Act, 2008 in 

order to fit the new Cyber Appellate Tribunal. Members of the Tribunal shall be referred to as such by the 

Central Government in the Official Gazette, which will include a Chairperson. The Central Government and the 

Indian Chief Justice have ended this tribunal's proceedings. The Tribunal's Presiding Officer is now the 

Tribunal's Chairperson. 

1.6 INDIAN COMPUTER EMERGENCY RESPONSE TEAM (I-CERT) 

Section 70B of the Indian Computer Emergency Response Team (CERT) addresses I-capabilities, CERT 

obligations, duties, and associated problems and offences (I-CERT). India's occurrence response centre must be 

the Indian Computer Emergency Response Team (ICERT). A government agency must be designated as the 

Indian Computer Crisis Response Team (ICCRT) under Section 70B (1) of the Constitution (ICCRT). The 

official Gazette must be notified of any changes to this arrangement before they may take effect. 

It is mandated under Section 70B(2) that the Indian Computer Emergency Response Team be provided by the 

Central Government. Anyone else who comes up with a name should be considered, including the Director-

General. According to Section 70B (3), government endorsement of Director-pay General's and recompenses as 

well as terms and conditions of other I-CERT officials and representatives is permitted. 

It's possible that Section 70B (4) is the most critical part of the whole section. The Indian Computer Emergency 

Response Team will be India's National Agency for Cyber Security under Section 70B (4). It has been 

recognised as the National Agency under Section 70B (4)(a) to carry out certain defined responsibilities (f). I-
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CERT will be in charge of gathering, analysing, and distributing data on cyber events in this context. A computer 

crisis response organization's ability to provide this level of support is not out of the ordinary. The capacity to 

monitor and notify on cyber-security problems will also be shown by I-CERT. The company will be able to deal 

with cyber security problems as a result. For cyber events, it is also responsible for coordinating responses. In 

addition, I-CERT has been mandated to produce guidelines, warnings, comments on weaknesses, and 

whitepapers on a wide range of issues of interest. 

A new section 70B has been added to the code, according to the Indian Computer Emergency Response Team 

(ICERT). There are provisions for accreditation and recognition as the National Agency for Cyber Security 

under Section 7013. (4). Indian Computer Emerging Response Team has also been granted extraordinary ability 

to get data from any Indian legal company. Furthermore, elements are obligated to adhere to I-stated CERT's 

guidelines, and if they don't, they face criminal responsibility for committing an infraction punishable by jail and 

fine. 

1.7 Conclusions  

Government of India uses secure harbour model even to decide on the accountability of internet check providers. 

model. For example, we may say that depending on the type of action at matter, different levels of 

invulnerability may be permitted by the even approach. Delegates who only provide scientific admittance to the 

internet already have this level of protection. This concept is based on EU E-Commerce regulations. Their whole 

effort is directed at peacekeeping, who provide a technological entrant as it were. 

About the other hand, the mediators lost their immunity from responsibility if they failed to act quickly when 

they had genuine knowledge on illicit data and did not remove the material. Because of the enormous amount of 

content that is constantly being placed online in India, it is incredibly difficult to filter and guide it all. 

Section 79 of the Information Technology Act, 2000, deals with the circumstance when ISPs are not 

accountable. 

Exclusion from Accountability of Intermediary in Convinced Cases 

(1) Despite something restricted in several rule for the present in authority yet topic to the supplies of sub-

section (2) and (3), a center person will not be accountable for every stranger data, information, or message 

connect complete easy to get to or facilitate by him. 

(2) The necessities of sub-section (1) shall relate if – 

(a) The meaning of the mediator is imperfect to providing access to a announcement system above which in 

sequence made accessible by third parties is transmitted or provisionally stored or hosted; or 

(b) The mediator does not – 

(c) commence the program, 

(i) Select the earpiece of the program, and 

(ii) Select or adjust the information restricted in the broadcast; 

(d) The middle personality see due evenness while releasing his obligations below this Act and besides 

watches such diverse rules as the Central Government may counsel for this assistance. 

(3) The supplies of sub-section (1) shall not relate but – 

(a) The middle personality has unnatural or abetted or initiate, despite of whether by intimidation or promise or 

in several container in the commission of the illegal act; 

(b) upon receiving definite in order, or on organism advised by the correct Govt. or its workplace that several 

data, information or communiqué border living in or connected with a computer supply unnatural by the go 

connecting is being utilized to consign the criminal act, the third party neglects to speedily abandon or impair 

entrée to that material on that reserve with no vitiating the evidence in several way. 

A look at Section 79 of the I.T. Act, 2000 and its corrected form shows that invulnerability does not extend to 

data, substance, or data that has a place or is due to the go-between. A telecom service provider or ISP may also 
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be providing data, data, and other services without anyone else's permission or in the interest of anyone else in 

this day when many organisations and activities are being directed by one group. Such data, substance, data, and 

services would no longer be subject to section 79's invulnerability, hence the aforementioned party would no 

longer be a middleman. 

Despite the fact that the present structure of section 79 is more understandable than the previous adaption, it is 

still lacking. The opposition is not against the beginning of an investigation, but rather against responsibility. The 

law must take into account a defendant's invulnerability to mediators, even if it means preventing an arraignment 

from ever starting. Section 79 does not prevent a resident or an administrative entity from submitting a criminal 

objection to delegates. In this way, the legislation should be changed. An independent, free government agency 

should be required to approve indictment and quickly decide if arraignment is necessary against a virtual go-

between in order to eliminate the challenges of virtual world go-betweens, as laid forth in section 79. However, 

in its present form, invulnerability is a fake, ineffectual and ineffective defence that does not restrict abuse until 

the end of criminal arraignment, at which point a go-between would be allowed to establish by evidence that he 

is'resistant' from accountability. The legislation should continue to progress in this fashion in the future, relieving 

technology vendors and delegates of their challenges. A mediator is not held responsible or accountable for the 

conduct or content of others, and this is now recognised by law. 
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