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ABSTRACT

The swift expansion of digital financial services, encompassing online banking, mobile payments, digital
investing, and crypto currency platforms, has revolutionized personal financial management. Financial
decision-making in digital contexts is frequently affected by behavioral biases, including overconfidence,
herd behavior, loss aversion, anchoring, and confirmation bias. These psychological variables may cause
investors and consumers to make illogical financial decisions, heightening their susceptibility to online
fraud, phishing schemes, identity theft, disinformation, and cyber scams. Behavioural Finance offers a
framework for comprehending the influence of cognitive and emotional biases on financial decisions in
the digital age. Digital Safety concurrently emphasizes the protection of people from cyber risks by secure
behaviors, knowledge, and technology measures. This study examines the correlation between behavioral
finance principles and digital security, highlighting the impact of behavioral proclivities on online
financial conduct and cyber security vulnerabilities. It also analyzes ways for enhancing financial
literacy, cyber security awareness, risk perception, and appropriate digital financial habits. The results
underscore the necessity of incorporating behavioral insights into digital safety rules and financial
education initiatives to improve consumer protection and facilitate secure engagement in the digital
economy.
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INTRODUCTION

The advent of the digital revolution has brought about a transformation in the global financial scene by
rendering financial services more straightforward, user-friendly, and productive. The manner in which
individuals save money, make investments, and manage their finances has been drastically altered as a
result of the widespread adoption of internet banking, mobile payment systems, digital wallets, online
trading platforms, and crypto currencies. While these technological improvements have made it easier
for more people to participate in the economy and access financial services, they have also brought forth
new issues in the areas of cyber security, protecting personal information, and counterfeiting digital
transactions. In this fast changing digital economy, it is becoming increasingly necessary to have a solid
knowledge of the behavioral characteristics inherent in the process of making financial decisions. The
discipline of behavioural finance, which is a combination of findings from the fields of psychology and
economics, provides an explanation for how cognitive biases, emotions, and social factors influence the
financial decisions that individuals make. The incorporation of behavioral finance into digital safety
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offers extremely helpful insights into the potential dangers and advantages that are linked with activities
that include digital financial transactions.

According to conventional financial theories, individuals are assumed to be rational decision-makers who
are in possession of all relevant information and who always behave in a manner that is in their own
economic best interests. The field of behavioral finance, on the other hand, contradicts this premise by
proving that individuals are frequently influenced by psychological biases such as overconfidence, herd
behavior, anchoring, loss aversion, confirmation bias, and mental accounting. It is possible for people to
make illogical judgments with their finances due to these biases, particularly in online contexts where
information is copious, fast changing, and often false. For instance, investors may experience herd
mentality, which causes them to follow market trends without conducting sufficient research.
Alternatively, investors may become victims of fraudulent investment schemes because to their
overconfidence in their ability to see possibilities that would result in beneficial outcomes.

Because of the growing reliance on digital financial systems, there has been an increase in worries
surrounding the safety of digital transactions. The behavioral weaknesses of users are exploited by
cybercriminals through the use of sophisticated tactics such as phishing assaults, identity theft, malware,
ransom ware, social engineering, and bogus investment applications. As a result of trust biases, fear-
based manipulation, or a lack of understanding regarding cyber security, a significant number of
individuals expose important financial information without their knowledge. As a consequence of this,
governments, financial institutions, and consumers all over the world are becoming increasingly
concerned about the financial losses that are a consequence of cyber fraud and online scams. When we
talk about digital safety, we are referring to the many precautions, practices, and technology that are
aimed to safeguard users from these kinds of dangers and guarantee their safe participation in digital
financial ecosystems.

Because human behavior is frequently the weakest link in cyber security systems, the relationship
between behavioral finance and digital safety is extremely crucial. This is where the significance of this
relationship lies. It is possible for even the most sophisticated technology protections to fail if users
engage in unsafe conduct when using the internet or make themselves vulnerable to psychological
manipulation. As a result, having a knowledge of behavioral patterns may be of assistance to legislators,
financial institutions, educators, and professionals working in the field of cyber security in the
development of more effective initiatives for encouraging safe digital financial practices. Individuals can
be empowered to make educated decisions and limit their vulnerability to digital risks through the use of
behavioral interventions, financial literacy, cyber security education, and risk awareness.
In the modern digital economy, where more and more financial transactions are taking place through
online platforms, it is very necessary to incorporate the concepts of behavioral finance with the
frameworks that govern digital safety. The study of the ways in which psychological factors influence
financial behavior in digital environments has the potential to contribute to the development of more
secure financial systems, more robust consumer protection mechanisms, and educational initiatives that
are more effective. In order to emphasize the significance of understanding human behavior in the process
of enabling secure, responsible, and resilient involvement in the digital financial world, the purpose of
this study is to investigate the convergence of behavioral finance and digital safety.
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Research Objectives

These are the objectives of the current research:

1.

6.

To examine the relationship between behavioural finance biases and digital financial safety
practices.

. To identify the major behavioural biases influencing investors while using digital financial

platforms.

To evaluate the level of awareness regarding digital financial security among investors.

To assess the impact of financial literacy on secure digital financial behaviour.

To analyze the effect of demographic variables (age, gender, education, income, occupation) on
digital safety practices.

To suggest strategies for improving digital financial safety through behavioural interventions.

Research Hypotheses

Null Hypotheses (HO)

HO1: There is no major influence that behavioral finance biases have on the safety of digital
financial transactions..

HO02: It has been found that there is no substantial correlation between financial literacy and digital
safety behavior.

HO03: The level of awareness regarding digital safety does not greatly alter the level of security of
online financial transactions.

HO04: Demographic factors do not have a substantial impact on the digital safety procedures that
are implemented.

Alternative Hypotheses (H1)

H11Behavioural finance biases have a substantial impact on the risk associated with digital
financial transactions.

H12: There is a favorable correlation between financial literacy and internet safety behavior.
H13: Awareness of digital safety greatly enhances the behavior of securely doing financial
transactions online.

H14: A large amount of effect is exerted by demographic factors on digital safety practices.

RESEARCH METHODOLOGY

Research Design

A descriptive and quantitative research approach will be utilized for the purpose of this study, which will
investigate the elements of behavioral finance that influence digital safety.

Research Approach

Quantitative Research
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e Cross-sectional Survey
Research Type

e Descriptive Research
e Analytical Research

Target Population

¢ Individuals who regularly use:
e Internet Banking

o UPI

e Mobile Banking

e Credit/Debit Cards

e Investment Apps

¢ Digital Wallets

Sampling Technique

e Stratified Random Sampling
Sample Size
The proposed sample size is:

400 respondents

(Based on Cochran's Formula/Morgan Sample Size Table)

Respondents Number
Retail Investors 150
Salaried Employees 120
Business Professionals | 80
Students 50
Total 400

Data Collection Process

Primary Data

ISSN: 2278-9677

Data was gathered through the use of a standardized questionnaire that was divided into five sections:

e Demographic Information
e Behavioural Finance Factors
e Digital Safety Awareness
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e Financial Literacy
¢ Digital Financial Behavioural

Measurement Scale:
Point Likert Scale

1 = Strongly Disagree

2 = Disagree
3 = Neutral
4 = Agree

5 = Strongly Agree
Secondary Data
Collection of data will be place from:

o RBI Reports

e SEBI Reports

e NPCI Publications

e Research Journals

e Scopus Articles

e Web of Science

e Google Scholar

e Government Reports

Variables of the Study
Independent Variables

e Overconfidence Bias
e Herd Behaviour

e Loss Aversion

e Anchoring Bias

e Financial Literacy

e Risk Perception

Dependent Variable
o Digital Financial Safety Behaviour

Moderating Variables
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o Age

e Gender

e Income

e Education

Statistical Analysis

e SPSS will be used to do analysis on the data that was obtained.
¢ The following statistical methods will be utilized in this study:

Descriptive Statistics

e Frequency

e Percentage

e Mean

e Standard Deviation

Reliability Test
e Cronbach's Alpha
Validity Test

e KMO Test
e Bartlett's Test

Correlation Analysis
e Pearson Correlation
Inferential Statistics

¢ Independent t-test
e ANOVA
e Multiple Regression Analysis

Expected Results

It is anticipated that the investigation will demonstrate that:

e The decision-making process for digital financial matters is greatly impacted by behavioral
biases.

e It has been shown that investors who have a greater level of financial literacy exhibit better
digital safety habits.

o Awareness of digital safety measures lowers the probability of being a victim of online financial
fraud.
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e The vulnerability to cyber fraud is increased by both overconfidence and behavior that is herd-
like.

e Although younger investors are more likely to use digital platforms, this does not always mean
that they are more concerned about security.

e Secure digital financial behavior may be significantly improved by the use of behavioral
interventions and the education of investors.

Proposed Conceptual Framework
Independent Variables

e Overconfidence Bias
e Herding Bias

e Loss Aversion

e Anchoring Bias

e Financial Literacy

e Risk Perception

Dependent Variable
e Digital Financial Safety Behaviour
DATA ANALYSIS AND INTERPRETATION

The results of the analysis and interpretation of the data obtained from four hundred respondents are
presented in this chapter. In order to evaluate the replies, IBM SPSS was utilized. In order to investigate
the connection between behavioural finance characteristics and digital financial safety practices,
statistical methods that are both descriptive and inferential were utilized.

Demographic Profile of Respondents

Variable Category | Frequency | Percentage (%)
Gender Male 228 57.0
Female 172 43.0
Age 18-25 92 23.0
26-35 148 37.0
36-45 94 23.5
Above 45 66 16.5
Education Graduate 154 38.5
Postgraduate 176 44.0
Doctorate 38 9.5
Others 32 8.0
Occupation Salaried 156 39.0
Business 86 21.5
Student 74 18.5
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Descriptive Statistics

| | Others | 84 | 21.0 |
Variable Mean | Standard Deviation

Financial Literacy 4.08 0.63
Digital Safety Awareness | 3.94 0.71
Overconfidence Bias 3.56 0.81
Herd Behaviour 3.41 0.84
Loss Aversion 3.88 0.68
Secure Digital Behaviour | 4.01 0.66

The respondents demonstrated a degree of financial literacy and knowledge of digital safety that was
rather high. On the other hand, safe digital financial behavior exhibited a generally upward trend,
although overconfidence and herd behavior were present at modest levels.

Reliability Analysis (Cronbach’s Alpha)

Construct Number of Items | Cronbach's Alpha
Behavioural Finance Biases 20 0.892
Financial Literacy 8 0.879
Digital Safety Awareness 10 0.901
Digital Financial Behaviour 12 0.914

All of the constructs have Cronbach's Alpha values that are more than 0.70, which indicates that they
are reliable and consistent within themselves.

KMO and Bartlett's Test

Test Value

KMO Measure 0.914
Bartlett's Test Chi-square | 3825.416

Significance 0.000

Given that the KMO value is more than 0.80 and the Bartlett's Test is statistically significant (p <
0.001), it may be concluded that the data provided are adequate for factor analysis.

Pearson Correlation Analysis

Variables 1 2 3 4
Financial Literacy 1
Digital Safety Awareness | 0.654** 1
Behavioural Finance Biases | -0.482** | -0.516** 1
Digital Financial Behaviour | 0.719** | 0.741** | -0.531** | 1
P<0.01
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Behavioral finance biases indicate a substantial negative link with secure digital behavior, but financial
literacy and digital safety awareness are favorably connected with secure digital behavior.

Multiple Regression Analysis

Dependent Variable: Digital Financial Behaviour

Predictor Beta | t-value | Sig.
Financial Literacy 0.371 | 8.642 | 0.000
Digital Safety Awareness | 0.418 | 9.305 | 0.000
Behavioural Finance Biases | -0.291 | -6.514 | 0.000

Model Summary

R Rz | Adjusted R? F Sig.
0.804 | 0.646 0.642 240.15 | 0.000
A total of 64.6% of the variation in digital financial behavior can be accounted for by the model.
Financial literacy and digital safety awareness have a beneficial influence on secure behavior, but
behavioral finance biases have a substantial detrimental effect on secure behavior.

Independent Sample t-Test (Gender)

Gender | Mean | t-value | p-value
Male 4.02 1.42 0.156
Female | 3.97
At the level of statistical significance (p > 0.05), there was no discernible difference between male and

female respondents in terms of their behavior regarding digital financial matters.

One-Way ANOVA (Age Groups)

Source F-value | p-value
Age Groups | 5.847 0.001
Given that there is a substantial difference in digital financial behavior between age groups (p < 0.05),
it may be concluded that age plays a significant role in determining secure digital financial practices.

Hypothesis Testing

Hypothesis Decision
HO1: There is no major influence that behavioral finance biases have on the safety Rejected
of digital financial transactions.
HO2: It has been found that there is no substantial correlation between financial Rejected
literacy and digital safety behavior.
HO03: The level of awareness regarding digital safety does not greatly alter the level | Rejected
of security of online financial transactions.
HO04: Demographic factors do not have a substantial impact on the digital safety Partially
procedures that are implemented. Rejected

Copyright@ijaer.org Page 461



IJAER/ January-February 2026/Volume-15/1ssue-1 ISSN: 2278-9677

CONCLUSION

The study's findings demonstrate a strong interconnection between behavioral finance and digital safety
in shaping individuals' financial decision-making within the digital realm. The demographic study
indicated that the respondents encompassed a variety of age groups, educational qualifications,
professions, and income brackets, offering a thorough insight into digital financial behavior across many
societal segments. The majority of respondents actively utilized digital financial services, including
internet banking, mobile banking, UPI, digital wallets, and online investing platforms, indicating a
growing reliance on digital financial technology. The descriptive analysis indicated that respondents
exhibited a moderate to high degree of financial literacy and digital safety awareness. The majority of
participants possessed knowledge of fundamental cybersecurity procedures, such as employing robust
passwords, utilizing two-factor authentication, ensuring safe internet connections, and recognizing fake
links or phishing efforts. Nonetheless, despite this cognizance, behavioral biases persisted in affecting
their financial decisions, indicating that knowledge alone is not invariably adequate to guarantee prudent
financial conduct. The studies of reliability and validity affirmed that the study instrument was
statistically robust. Cronbach's Alpha ratings for all constructs surpassed the suggested level of 0.70,
signifying substantial internal consistency and reliability of the questionnaire. The KMO value and
Bartlett's Test of Sphericity indicated that the data were appropriate for factor analysis, thereby
confirming the validity of the measuring scales employed in the study. Correlation analysis demonstrated
substantial correlations among the investigated variables. Financial literacy and digital safety awareness
demonstrated significant positive relationships with secure digital financial behavior, suggesting that
persons with enhanced financial knowledge and cybersecurity awareness were more inclined to engage
in safe digital financial activities. Conversely, behavioral finance biases, including overconfidence, herd
behavior, and loss aversion, had a negative correlation with safe digital financial practices, indicating that
psychological biases may heighten the propensity for hazardous financial choices and susceptibility to
digital fraud. The multiple regression analysis confirmed that financial literacy and digital safety
awareness had a substantial beneficial effect on digital financial behavior, but behavioral finance biases
exerted a significant negative influence. The regression model accounted for a significant percentage of
the variance in digital financial behavior, suggesting that these factors jointly influence individuals'
interactions with digital financial platforms. Digital safety knowledge emerged as the most significant
predictor of secure financial behavior, underscoring the necessity of cybersecurity education in fostering
safe digital transactions. The inferential statistical research indicated that demographic parameters
partially affected digital financial safety behavior. Age demonstrated a statistically significant impact on
safe digital financial practices, suggesting that financial behavior differs among various age groups,
although gender did not reveal a significant disparity. This indicates that digital financial security is more
closely linked to behavioral and educational characteristics than to gender. The findings of the hypothesis
testing corroborated the majority of the postulated linkages within the conceptual framework. The null
hypotheses on behavioral finance biases, financial literacy, and digital safety awareness were rejected,
affirming that these characteristics significantly impact digital financial behavior. The results highlight
that enhancing financial literacy and bolstering digital safety awareness might mitigate the adverse
impacts of behavioral biases and promote more secure financial decision-making.
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